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1. Introduction
Today the basis of the security in 3GPP system is the secrecy of the long term key. However, in this discussion Thales presents the vulnerability of this strategy for current and future generation systems and supports the protection of the transmission of sensitive data parameters.
2. Discussion
In all GSM/GPRS, UMTS and LTE systems, the overall security relies on the secrecy of the long term secret key. However, recent news have highlighted the vulnerability of this strategy:
•	Hacking of long term secret keys by cyber attackers [1]
•	Flaws in SS7 protocol [2]
These flaws have even enabled the developpement of advanced man in the midle systems that exploit the lacks of security of the protocols and are able to intrude and monitor communications of subscribers over long term period [3].
Moreover, [4, 5, 6] insist on the risk of transmitting signalling and access data (RAND, SRES, AUTN, IMSI, TMSI) in clear text during the early access stages.
As a consequence, Thales agrees with the analysis in §5.2.3.2.2 stating that:
“If I also know your Ki, then intercepting and decrypting your calls is pretty easy, and completely passive – I don’t need to set up a false base station, or man-in-the-middle, or anything like that.  I listen out for the authentication challenge sent to your device from the network; I feed RAND and Ki into the algorithm, and I can compute the same radio interface encryption key (session key) that your device has; I record your calls, and use the session key to decrypt them.”
Indeed, as soon as the long term secret key is known, privacy, confidentiality, integrity cannot be ensured anymore as stated in [4, 5, 6] because of unprotected clear text transmission of sensitive parameters in signalling and access messages.
However Thales thinks that the considered solutions which consist in updating either the long term secret keys (§5.2.4.1) or the radio interface session keys (§5.2.4.2) does not provide a suitable long term solution for the next generation system. Indeed, Thales considers that these solutions are not enough, because they are still very dependent on the secrecy of long term secret key and expose the same flaws as the current system.
Moreover a current requirement of TR 22.862 [7] mandates network access to devices owned and managed by a 3rd party such as a factory owner : "The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." This requirement could of course extend the business market, but could also be a new breach into the security architecture of the next generation system by facilitating the access to sensitive data and requiring the design of more flexible, and thus less secure, architecture.
As a consequence, in order to mitigate a leakage of secrecy and to better protect the radio interface, Thales recommends to re-inforce the subscriber identification protocol (using either IMSI, TMSI, IMEI, IMESISV), the authentication protocol (using either EPS-AKA or EAP-AKA) and the cipher extablishement protocol by avoiding any unprotected transmission of sensitive parameters (before or during the enabling of these protocols) that are today given for free to an attacker. 
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